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2 Online Safety Sticky Knowledge
_ Year 1 Year 2
Know that logging in and out keeps work private and safe. Know that images and information shared online can be copied or
shared again
Know that personal information should not be shared online and
that a trusted adult should be asked for help if something feels Know that people they meet online may not be who they say they
worrying. are
Know that online friends are different from people they know in real | Know that games and apps may include chat features where people
life communicate
Know that pictures and videos should not be shared without asking | Know that not everything seen online is true or suitable
an adult
Know how to behave kindly and respectfully when using technology
Know that people can present themselves differently online than
they do offline.
Know that what is shared online can affect how others feel.
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Year 3

Year 4

Know that online identities can include usernames, avatars and
profile pictures

Understand that some online messages or emails may be fake or
unsafe

Know when online behaviour becomes unkind and what
cyberbullying is

Know that some online content is created to persuade people or
make money

Understand that sharing information online leaves a digital trace
and can affect others.

Know that online scams may try to trick people into sharing
information or clicking links

Understand that popularity online (likes, views, shares) does not
mean something is true

Know that people may feel pressure to reply quickly or always be
available online
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Year 5

Year 6

Know that apps and websites may collect personal data and
permissions can be managed.

Understand how online information can influence opinions and
behaviour.

Know that some images, videos or messages may be created or
altered using artificial intelligence

Understand that online scams can target children through games,
messages or competitions

Know that influencers and sponsored content are designed to affect
choices

Know that in-app purchases and online offers may involve real
money

Understand how a digital footprint and online reputation can affect
future opportunities.

Know how secure passwords and two-step authentication help
protect accounts.

Know that a digital footprint can affect future opportunities

Know that Al-generated content and deep fakes can be used to
mislead people

Understand the importance of consent when sharing images or
information.
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